COUNTY OF LOS ANGELES

CHIEF INFORMATION OFFICE
500 West Temple Street

493 Kenneth Hahn Hall of Administration
Los Angeles, CA 90012

JON W. FULLINWIDER Telephone: (213) 974-2008
CHIEF INFORMATION OFFICER Facsimile:- (213) 633-4733

May 31, 2006

To: Supervisor Michael D. Antonovich, Mayor .-
Supervisor Zev Yaroslavsky, Chair Tem
Supervisor Gloria Molina

From: Jon W. Fullifwisiss
Chief Information\

5

Ay

Subject: HEALTH INSU E PORTABILITY AND ACCOUNTABILITY ACT
(HIPAA) STATUS REPORT

The purpose of this report is to provide a quarterly report on County compliance
activities with the HIPAA Transaction and Code Sets (TCS) Rule and Security Rule
following their compliance deadlines that were October 16, 2003 and April 20, 2005,
respectively. The Auditor-Controller is responsible for monitoring and auditing ongoing
County department compliance with the HIPAA Privacy Rule following its compliance
deadline of April 14, 2004 and is submitting a separate semi-annual status report to
your Board.

Under the HIPAA rules and regulations, the County declared itself a “hybrid covered
entity” and identified four County departments as covered components that must
implement and comply with the provisions of HIPAA. They include:

Department of Health Services (DHS)
Department of Mental Health (DMH)
Department of Probation’s Kirby Center
Sheriff Department’s Pharmacy

Only DHS, DMH, and Probation’s Kirby Center are subject to TCS Rule regulations,
while all four departments were determined to be subject to Security Rule regulations.

The following provides a summary of County HIPAA TCS and information security
remediation activities and key TCS and Security Rule compliance issues. In addition,
attached are two charts providing detailed information on County departments’ TCS
compliance status by transaction (Attachment A) and County department status for
remediation of the findings that were identified during the required risk analysis process
that was completed in November 2005 (Attachment B).

“To Enrich Lives Through Effective And Caring Service”



Each Supervisor
May 31, 2006
Page 2

Summary
TCS Rule

County departments’ progress towards achieving full TCS compliance continues to be
largely governed by the pace at which the State of California (State) implements new
TCS transactions.

The Department of Health Services (DHS) through its claims processing clearinghouse,
Accordis, is continuing to submit HIPAA-compliant Medi-Cal inpatient claims to the
State. They are currently using revenue codes based upon agreements reached with
the State governing TCS processing. On January 20, 2008, the State indicated that the
target date to convert the outpatient claims to be HIPAA-compliant will be November
2007. DHS will contact the State during July 2006 in order to obtain an updated status
on their conversion plans. DHS is continuing efforts internally to expand the use of
HIPPA-compliant transactions with other trading partners.

DMH is, with some exceptions, processing HIPAA-compliant Medi-Cal claim files to the
State. Those exceptions are three of the four DHS Hospitals, one SD/MC legal entity
contractor and half of the Fee for Service (FFS) outpatient providers. DMH is scheduled
to begin submitting HIPAA-compliant claims for FFS outpatient providers by July 1,
20086.

Security Rule

The Security Rule required that reasonable and appropriate safeguards be implemented
to protect the confidentiality, integrity and availability of electronic protected health
information (EPHI) by the established compliance date (April 21, 2005). Affected
departments are making continuing progress to comply with the Security Rule, and are
developing solutions to each of the issues that were identified in the Security Risk
Analysis report that was submitted by Fox Systems under a County contract.

As reported in the last status report, the Security Risk Analysis, which identifies and
assesses risk (administrative, physical, technical) exposure to EPHI in the affected
departments and provides recommendations to reduce risk to a reasonable and
appropriate level, was completed in November 2005. Overall, the risk analysis
validated that all the affected departments could be considered partially compliant with
the Security Rule requirements. However, the analysis identified an initial total of 540
security risks or gaps between the Security Rule requirements and current practices.
An additional 301 risks were identified based on reviews completed for DHS’ Public
Health Programs and Services organization for a total of 841 issues.

All of the covered components have developed remediation plans addressing the
administrative, physical and technical gaps that were identified in the Security Risk
Analysis and have submitted them to the Chief Information Security Officer (CISO).
Continued progress is being made and the CISO is tracking this on a weekly basis.
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TCS Compliance Issues

Department of Health Services

HIPAA-Compliant Medi-Cal Outpatient Claims - On January 20, 2006, the State
indicated that the target date to convert the outpatient claims to be HIPAA-compliant
will be November 2007. DHS will contact the State during July 2006 in order to
obtain an updated status on their conversion plans.

HIPAA-Compliant Encounter Records - The Office of Managed Care (OMC) and
DHS hospitals continue to work with LACare to submit HIPAA-compliant encounter
records from our hospitals to OMC and then to LACare. During April 2006, the
outpatient 837! transactions passed LACare's initial testing phase. However, on
May 17, 2006, Accordis reported that there is a discrepancy on the file format for
one data element. It appears that the State's file format for this data element is
different from LACare's file format. Accordis and OMC are working with LACare to
resolve this issue. Since this data element also appears on the inpatient 8371
transactions, the file cannot be submitted for testing until this issue is resolved.
Accordis continues to work with DHS on establishing an HL-7 connection so that the
data transfer process can be expedited.

Inpatient Mental Health Services Claiming - Representatives from DMH,
Harbor/UCLA Medical Center (Harbor/UCLA) and Accordis met again on March 28,
2006 to discuss the project plan for sending HIPAA-compliant claims through
EDI/SFT and also to discuss HL-7 EDI transmissions of non-HIPAA transactions
such as client and episode information. Harbor/UCLA is currently manually entering
service and claims through direct data entry. DMH is now in the testing phase with
Accordis. Testing consists of sending 8371 and 837P message types to verify
message content, structure, and compliance with DMH’s HIPAA Companion Guides.
The other three DHS hospitals still utilize the legacy Mental Health Management
Information System (MHMIS), which is non-HIPAA-compliant, to submit mental
health services claims for both Medi-Cal and Short Doyle reimbursement. DMH’s
plan is to migrate these hospitals after implementation of Change Request 48, the
consolidation of the Clinical and Administrative modules within the Integrated
System. The delivery date for CR 48 is mid-October. The three hospitals will be
phased in each month thereafter.

Department of Mental Health and Kirby Center

HIPAA-Compliant Medi-Cal Outpatient Claims - DMH is current in submitting
Medi-Cal claims for outpatient services from the IS.

There is no backlog of 835 (remittance advice) transactions from the State. DMH
and Sierra are current with processing files received from the State.

In general, providers are doing much better with getting data into the IS and
successfully processing their claims. DMH continues to provide focused technical
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assistance to providers who have a high number of unsubmitted and denied claims
or have otherwise been unsuccessful in processing claims through the IS. The
number of providers needing this level of assistance has decreased significantly.

DMH is migrating Fee for Service (FFS) contract providers from submitting claims for
outpatient services through the legacy FFS claiming system to submitting claims
through the IS, either electronically using EDI/SFT or by direct data entry. A July 1,
2006 date has been set to suspend all FFS providers from submitting non-HIPAA-
compliant claims. DMH staff from Provider Relations and the Chief Information
Office Bureau (CIOB) conducted six workshops to assist FFS Providers and billing
vendors who are users of the legacy FFS/ECS in making the transition to HIPAA-
compliant claiming. All six of these workshops were poorly attended. We also
extended an offer to provide this same training at the monthly FFS Provider/IS
Issues Workgroup, and that also has been poorly attended. We estimate about 120
providers must convert from legacy claiming to HIPAA. Of those 120 providers, only
7 have been certified to submit compliant claims electronically.

¢ HIPAA-Compliant Medi-Cal Inpatient Claims - DMH and Sierra continue to submit
Medi-Cal claims for inpatient services directly from the IS without involvement of the
legacy MHMIS. Inpatient claims are being submitted to the State on a bi-weekly
basis, rather than monthly as in the past. This change has resulted in an increase in
the number of inpatient claims successfully submitted to the State for reimbursement
and has shortened the time between data entry and submission to the State for
outbound claims from 4 to 6 weeks down to 3 to 4 weeks.

o HIPAA-Compliant Medicare Claims - HIPAA-compliant claims to Medicare are also
being sent to the National Health Insurance Company, the fiscal intermediary for
Medicare, directly from the IS without involvement of the legacy MHMIS. There is no
longer a backlog of Medicare claims awaiting processing.

¢ Integrated System Improvements - DMH held a CR 48 Kickoff Meeting April 13,
2006 to raise the level of awareness about this very important project. Susan Kerr,
DMH Chief Deputy, and Robert Greenless, DMH CIO, presented the objectives and
goals. The CR 48 Oversight Committee, the Project Team, system testers and
interested users attended this meeting. A project plan has been developed, and two
deliverables (the requirements and the detail design) have been approved. Testing
of initial programming has begun. Sierra and the DMH Project Team hold weekly
meetings to discuss the progress of development, releases, and any issues. The
project is currently two weeks behind schedule.

¢ Special Handling of Late Claims - DMH has requested the State Department of
Health Services to provide a prorated payment for late Medi-Cal claims (greater than
six months old but less than 12 months old). Standard processing of these claims
would result in their denial. However, agreement to prorate payments, which is the
practice for physical health claims, will allow the department to recover revenue that
would otherwise be lost. The request is still pending a final decision by the State,
but in April 2008, the State agreed to allow DMH to begin submitting these claims in
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a separate batched file so that they can be held and time-stamped while the details
of the resolution are being worked out.

Should you have any questions, please call me at (213) 974-2008 or Jonathan Williams,

Chief Deputy, at (213) 974-2080.

JWF:GM:ygd

Attachment

C: Department Heads
Chair, Information Systems Commission

P:\Drafts\HIPAA\2006 BOS Status\BOS-0506b.doc
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